
Internal Audit - Creditors

Appendix A-3

1. Background

1.1. This report summarises the findings from the audit of Creditors. This was a planned audit assignment, undertaken in accordance with the 
2018/19 Audit Plan. 

1.2. The Creditors system is one of the key systems covered in the Audit Plan on a cyclical, triennial basis. The audit review of the Creditors system 
incorporated an evaluation of management controls to prevent and detect fraud and to provide assurance on the arrangements for governance, 
risk management and internal control.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Steven 
Brown (Chief Finance Officer and S151 Officer) and the agreed scope of the audit was to provide assurance over management’s arrangements for 
governance, risk management and internal control in the following areas:
 Security of access to the creditors system;
 Supplier maintenance (including controls over addition of new suppliers and amendments to supplier details);
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 Process for raising of purchase orders, authorisation (including scheme of delegation), goods received and subsequent invoice matching (to 
include treatment of retrospective purchase orders);

 Invoices are properly processed, certified and authorised for payment in line with agreed credit terms and conditions;
 BACS payments – preparation, payment and reconciliation;
 Timeliness of payments and monitoring of performance;
 Implementation of previously agreed Audit recommendations.

2.2.2. There were no instances where audit work was impaired by the availability of information. 

2.2.3. Sample testing of the Authorised Signatures file identified one Manager whose payment authorisation limit on the Total Finance (financial 
management system) was lower than that formally authorised.  The file does not reflect the new management structure and the introduction of 
Heads of Service roles, and it does not reflect the recent removal of authorisation approval for three members of staff (due to the full-time 
appointment of their Manager).  However, the Quality Assurance of Statutory Accounts audit report has previously raised the recommendation 
to “Review the Authorised signature file periodically to ensure it reflects the current management structure and current staff in post.” This 
recommendation has been assigned to the Chief Finance Officer with an agreed target date 31/01/2019. 

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion, which may be applied. The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Creditors provide Reasonable 
assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.
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4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are 5 audit recommendations are arising from this audit review and these can be summarised as follows:

4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 The Council’s Financial Regulations and Financial Procedure Rules cover creditor responsibilities. The regulations will be reviewed by the 

Council’s Constitution Working Group (as per Constitution Working Party report to Full Council on 08/05/18); 
 The Council’s finance management system, Total Finance, incorporates enforced separation of duties for the Purchase Order process and 

separation of duties are also in place for the processing of BACS payments;
 Total Finance system controls are in place which provide warnings if Purchase Orders exceed the available budget (however, the warning can 

be accepted and the PO raised);

No. of recommendations

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved - - -

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.1) - 1 -

3. Information - reliability and integrity of financial and operational information (see section 5.2) - 4 -

4. Security - safeguarding of assets - - -

5. Value - effectiveness and efficiency of operations and programmes - - -

Total Number of Recommendations - 5 -
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 Orders must be processed through Total Finance to enable payment, whether they are processed as Purchase Orders, Creditor Authorisation 
Requests or Authorised Invoices;

 Total Finance system processes require that the receipt of goods for Purchase Orders must be formally recorded prior to a payment being 
able to be made;

 Total Finance system undertakes checks to identify duplicate invoice numbers (this is dependent upon on the data quality of the recorded 
information);

 New Total Finance users must be appropriately authorised and segregated access rights setup dependent upon their job role;
 Creditor payments are made by BACS since the cyber-attack;
 Data protection registration current and renewed annually; and
 A timetable is in place for regular Creditor payment runs.

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 No issues identified.

4.4.2. Medium priority issues:
 Internal Audit testing has identified that the majority of Purchase Orders are only raised on receipt of the invoice;
 New Creditors are being raised on Total Finance without the appropriate authorisation;
 Performance in respect of the making payments within 30 days is no longer monitored or reported. Consideration should be given to 

Regulation 113 of the Public Contract Regulation Act 2015.  This requires contracting authorities to annually publish information, for the 
preceding financial year, how they complied with its obligations to make payments within 30 days;

 Sample testing has identified miscoding and missed payments for a Creditor Authorisation Request and credit notes being incorrectly 
processed as invoices (Authorised Invoices); and

 The requirement to report expenditure over £500, as detailed in the Local Government Transparency Code 2015, are not met.

4.4.3. Advisory issues:
 No issues identified.
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Comment from the Chief Finance Officer (and S151 Officer)
The recommendations raised in this report have highlighted the need to remind existing and new staff of the processes and procedures in 
relation to raising purchase orders and paying invoices. CFO comments on the individual recommendations are contained in this report.

Chief Executive
Report is noted.
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5. Matters Arising / Agreed Action Plan

5.1. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● Medium priority

Audit finding Management response

(a) Purchase Orders
During the 2015/16 scoping meeting, a concern was raised by the S 151 Officer about the use of 
retrospective purchase orders.  Internal Audit agreed to look at this risk as part of the review. It 
was found that, using Purchase Order (PO) data from 01/04/15 - 21/08/15, 1339 invoices were 
paid during that period and 73% had the PO raised only after the receipt of the invoice, as per the 
comparison between the initial PO date and the invoice received date.

This was not in line with the Financial Regulations, which state “4.41 All official orders must be 
placed on the Authority's financial system. Official orders must be issued for all work, goods or 
services to be supplied to the authority. Any exceptions must be agreed with the chief finance 
officer.”

Audit recommendation AR-F&MIS_336 “Managers are reminded of the importance of raising 
Purchase Orders at the point of order and not waiting for the receipt of the invoice to raise the 
Purchase Order” was implemented from 25/09/15 with a note “An email has been issued to all 
Purchase Order Clerks and their line managers to remind them that Purchase Orders (PO) should 
be raised before placing the physical order to enable suppliers to quote a PO number and that any 
generated PO numbers are to be quoted on all paperwork received. Financial Services will also 
implement additional checks and carry out a review of the current PO system to identify those 
PO’s awaiting invoices, to ensure goods are recorded as delivered, etc.”

Agreed management action: 
New guidance material has been developed setting 
out the Purchase Ordering and Payments process. 
This will be sent to all Managers and Staff together 
with an offer of one on one coaching for those with 
purchasing responsibilities. This includes a 
reminder of the importance of raising Purchase 
Orders at the point of order. Monitoring processes 
will be put in place and reported to the Corporate 
Leadership Team (CLT) as part of the monthly 
management accounts.
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As part of the 2018/19 review a comparison between the invoice to PO dates for those Registered 
Invoice Cleared paid between 01/04/18 - 05/12/18, found that, out of 3083 invoices, 2374 had the 
PO raised after the invoice date. This equates to 77%. 

The majority of PO’s appear to be raised on the receipt of the invoice and not at the point of order. 
This is not in line with the Financial Regulations and affects the data quality of budget monitoring, 
as commitments are not being recorded in a timely manner.

Recommendation 1:
Managers are reminded of the importance of raising Purchase Orders at the point of order. 
Adequate monitoring processes should be put in place to assess that this is carried out.

Risk exposure if not addressed:
 Unauthorised expenditure is incurred;
 Commitments for outstanding invoices are not accurately reflected on Total Finance and so 

affects the data quality of budget monitoring;
 Invoices are being put forward for payment without a PO being in place which has been 

authorised and marked as the goods having been delivered;
 Delays are caused in the payment of the invoice because a Purchase Order has to be raised and 

approved on receipt of the invoice rather than at the point of order.

Responsible manager for implementing: 
Chief Finance Officer
Date to be implemented:
30/04/19
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5.2. Information - reliability and integrity of financial and operational information.
● Medium priority

Audit finding Management response

(a) Authorisation of New Creditors
New Creditor Request Forms must be completed by departments if they want a new supplier to be 
set up on the Total Finance (financial management system). The form should be authorised by the 
relevant budget holder to authorise the use of that supplier, to ensure value for money. 

Sample testing has identified that :
 3/10 forms have been ‘authorised’ by administrative staff and not the budget holder;
 1/10 Manager’s name was typed on the form rather than a signature. This does not provide 

the necessary evidence of authorisation;
 1/10 forms did not hold supporting documentation for the bank account details stated, as 

required (the forms should be supported by a letter, copy of email or invoice to confirm the 
bank account details).

There is also no longer a requirement for a senior finance officer to check and counter-sign the 
new creditor requests or for them to check Total Finance for existing Creditors prior to the Finance 
Officer processing the details (however, this officer undertakes a check for duplicates). 

Recommendation 2:
A review of the New Creditor Request process is undertaken to ensure that appropriate 
authorisation is required and that the Total Finance system is checked for existing creditor records 
to prevent duplicates.

Agreed management action: 
A standardised process will be put in place.

Risk exposure if not addressed:
 Creditors are used without the prior awareness or authorisation of the budget holder;

Responsible manager for implementing: 
Chief Finance Officer
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 Value for money is not achieved because of the choice of Creditor;
 Conflicts of interest could arise if a new Creditor is used without the necessary authorisation 

being given.

Date to be implemented:
30/04/19

● Medium priority

Audit finding Management response

(b) Monitoring Performance
Pay runs are carried out weekly on a Wednesday and usually on the last working day of the month 
(for period end). Payments are processed as soon as practicable after the receipt of the invoice and 
there are no Corporate requirements in place to only pay to the Creditor’s terms of payment.

Previously BVPI8 Report was used to monitor “Percentage of invoices for commercial goods and 
services paid by the Authority within 30 days of receipt or within the agreed payment terms”. The 
performance indicator used to be monitored quarterly and recorded on Covalent (now called 
Pentana Performance) and was incorporated into the quarterly Corporate Plan Performance 
Report.

However, this indicator is no longer included in the current Corporate Strategy or within the 
Finance Service Plan and so performance is no longer monitored. 

Consideration should also be given to Regulation 113 of the Public Contract Regulation Act 2015 
(the Regulations) which requires all contracting authorities to pay valid and undisputed invoices 
within 30 days. When valid and undisputed invoice payments are not paid within this 30-day 
period, Late Payment Legislation enables suppliers to claim statutory interest.

Agreed management action: 
Performance monitoring of the time taken to 
process Creditor payments will be reported as part 
of the monthly management accounts to CLT.
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Regulation 113 (7) of the Regulations requires contracting authorities to publish on the internet 
each year the following information showing, for the preceding financial year, how far the 
contracting authority has actually complied with its obligations to make payments within 30 days:

 Percentage of the total number of valid and undisputed invoices paid within 30 days; 
 The amount of interest paid to suppliers due to late payment due to a breach of the 

requirement; and
 The total amount of interest (statutory or otherwise) that the authority was liable to pay, 

for example, whether or not paid, whether due to a breach of the Regulations.

Recommendation 3:
Performance monitoring of the time taken to process Creditor payments is undertaken to ensure 
that Corporate priorities and compliance with Regulation 113 of the Public Contract Regulation Act 
2015 are achieved.

Risk exposure if not addressed:
 Creditor payments are delayed for extended periods causing hardships for local small to 

medium sized enterprises;
 Creditor payments are not made on a regular basis and CBC payment terms are not met;
 The Council do not comply with the requirements of Regulation 113 of the Public Contract 

Regulation Act 2015;
 Possible liability to pay interest where invoices are not paid within 30 days.

Responsible manager for implementing: 
Chief Finance Officer
Date to be implemented:
30/04/19
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● Medium priority

Audit finding Management response

(c) Errors Identified During Sample Testing
The Purchase Order process is the main process, which should be followed for the payment of 
Creditor invoices; however, payments can also be made using manually completed Creditor 
Authorisation Requests (CRI) and Authorised Invoices (AI).

Internal Audit Sample testing of CRI has identified one recent case were several miscoding’s had 
taken place (the wrong Supplier references had been used to allocate Payroll deduction payments) 
and one missed entry where a payment of £50,691.78 had not been made to the HMRC. This was 
queried with Finance staff and action had already been taken to correct the miscoding, but the 
missing payment had not been identified. Action will be taken to correct this error.

Sample testing of AI identified that 4/6 involved errors where a credit note had been processed as 
an invoice in error.  These errors had already been identified by Finance staff and the necessary 
corrections have been made. However, one of the sample appears to have had the credit note 
coded to a different Supplier reference in error, although it related to the same company (there 
are several Supplier accounts in place for utility companies which use different supply addresses as 
reference). Internal Audit has brought this to the attention of the Finance Officer.

Recommendation 4:
A review of the use of Creditor Authorisation Requests and Authorised Invoices is undertaken to 
ensure that their use is appropriate and that staff are adequately trained and supervised to ensure 
the requests are processed accurately.

Agreed management action: 
A review of the use of Creditor Authorisation 
Requests and Authorised Invoices will be 
undertaken. Guidance material has been 
developed setting out the Purchase Ordering and 
payments process and this will be incorporated 
into the updated guidance and subsequent training 
given to staff.

Risk exposure if not addressed:
 Creditor Authorisation Requests and Authorised Invoices are used where Purchase Orders 

Responsible manager for implementing: 
Chief Finance Officer
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would be more appropriate;
 Credit notes are processed as Invoices in error resulting in overpayments;
 Payments are made in error to the wrong Creditor.

Date to be implemented:
30/04/19

 ● Medium priority

Audit finding Management response

(d) Transparency Data
The Local Government Transparency Code 2015 requires local authorities in England to publish 
information related to the various themes, including expenditure over £500. However, this 
reporting of expenditure has not been carried out since February 2018. Finance staff are currently 
awaiting the financial management software company to provide the required report.

Recommendation 5:
Steps are taken to ensure that the requirements of the Local Government Transparency Code 2015 
are met and the necessary expenditure reports are published on the Council’s website.

Agreed management action: 
The report on expenditure over £500 has now 
been developed following the cyber-attack and will 
be reported monthly.

Risk exposure if not addressed:
 The reporting requirements of the Local Government Transparency Code 2015 are not met.

Responsible manager for implementing: 
Chief Finance Officer
Date to be implemented:
30/04/19
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Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.


